Industrial Cyber Security

STRUCTURE OF
IEC 62443

SCOPE

IEC 62443

o IEC 62443-1-1 Terminology Concept and model used by IEC standard

o IEC 62443-2-11ACS Security Cyber Security Management System for

Program asset owners

o IEC 62443-3-2 Cyber Security

Risk assessment for asset owner and system

Risk Assessment integrator

o IEC 63442-3-3 Security Level

For asset owner, system integrator, product

Requirements supplier

o IEC 62443-4-1Cyber Security  Requirements for the lifecycle of product

Lifecycle Requirements supply

e [EC 62443-4-2 IACS Components suche as embedded device,

Components Requirements host device, network device, software

Operation and routine maintenance according
to security policies and procedures

Maintenance R . - N
Cannce Provider maintains ) Automation Salution
Integration E i
- Essential Functions
commissions ;
Safety Complementary |
fumctions Tunctions

designs and

Includes configured praducts.
{contred systems and components)

Supparting Nl embedded

software
applications

BYHAON byhon.it | info@byhon.it | +39 0574 870800




